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Introduction

A growing range of products and services from all sectors of economic activity, our national infrastruc-
ture, our daily lives, they all depend on software-intensive systems. The growing productivity and the
resulting increase in prosperity can to a large degree be attributed to developments in ICT [DGKO3].

The ongoing decrease in size and cost of microprocessors and storage devices is leading to the de-
velopment of increasingly distributed and decentralized systems. Systems are assembled as dynamic
federations of autonomous and evolving components instead of monolithic applications, they perform
tasks of staggering complexity with continuously changing requirements and in a permanently evolving
environment. In the near future novel technologies will allow the construction of systems with millions
of nodes, and systems will be likely to contain subsystems based on novel computing paradigms like
quantum computing.

It is imperative that we develop the engineering techniques to reliably design, develop and deploy
these novel systems. As a first step towards this goal we attempt to summarize the current state of the
art in the area of engineering software-intensive systems. A forthcoming report will develop a research
agenda.

Objectives

This report is principally concerned with summarizing current approaches for engineering software-
intensive systems and clarifying the challenges that software-intensive systems face. We will briefly
describe possible future directions for research in the field of software-intensive systems in Section
a more detailed assessment will be the topic of the forthcoming research agenda.

The area of “software-intensive systems” encompasses many large and active fields of industrial
practice and academic research, ranging from systems and software engineering to network technologies
and hardware. It is also closely connected to fields like control theory and cybernetics; some research
directions for software-intensive systems are directly or indirectly inspired by chemistry, biology, the
social sciences and many other areas. Given the enormous scope of the field it is obviously impossible
to detail the state of the art of the whole field, or even to produce an exhaustive survey of all concerned
areas. On the other hand, just focusing on a few areas that we consider important or interesting would
not serve the purpose of a state-of-the-art report. We have therefore tried to reach a compromise by
surveying all topics that are directly relevant to the engineering of software-intensive systems and giving
enough pointers to the literature that the interested reader can explore the topics in more depth.

The “state of the art” presented in this report can roughly be divided into three categories:

e State of the practice: the processes, techniques and tools used to develop software-intensive sys-
tems.

o [ncremental research: research about software-intensive systems in areas which are believed to be
well-understood, where the direction of the research is relatively clear and most research contribu-
tions are of an incremental nature.

e Research frontier: research areas where we may have an idea of goal we are trying to reach but
where we do not yet know how to reach that goal and whether the desired result is achievable.

We have addressed all three categories in this report although, because this report is meant to serve as
a foundation for the forthcoming research agenda, we have focused most of our effort on the research
frontier.

Related Work

One of the most important European publications in the state-of-the-art assessment of software-intensive
systems is without doubt the ITEA Technology Roadmap for Software-Intensive Systems [Inf04]]. This
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report structures the field of software-intensive systems into four software-technology clusters, each with
several technology categories and presents an overview of the state of the art, and short term, mid term
and long term challenges for technologies in these categories.

Another important influence on this report was the work of WG6 of the IST-FET Coordinated Action
“Beyond-the-Horizon.” The final report [WHO7/|] identifies several important research directions and
topics in the field of software-intensive systems.

One important resource for the state of the practice was the IEEE Software special issue about this
topic [|Gla03]] which contains relevant articles about variations in software development practices, the
different software development approaches adopted in different countries [CMKCO3]], the use of doc-
umentation [LSFO3], requirements engineering [NLO3||, software reviews [CLBO3], product-line engi-
neering [BHJT03], embedded software engineering [GLT03], “Internet speed” software development
[BRL™03], and the relationship between state of the art and state of the practice [Rei03]]. These reports
are particularly valuable since most published literature is concerned with “best practice” and not the
“actual practice.”
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Structure of this Report

We have structured the topic of this report into two main parts: foundations and engineering. In the
first part we present properties of systems and areas of research which are relevant to the engineering of
software-intensive systems, in the second part we focus on the engineering process itself, in particular
on software engineering processes, tools and techniques. The distinction between the two parts is not
precise and does not represent a judgement on the importance of the individual areas. For example,
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security might as well have been in the engineering part as security aspects pervade many areas of
systems engineering, and clearly it is one of the most important properties for many systems.

In Chapter we summarize the results of both parts and present some future research topics that
we consider particularly important.

Part 1
Foundations

The following topics cover important foundations for the engineering of software-intensive systems
which have a direct influence on the engineering process. Progress in research or practice in one of
these areas impacts the engineering of systems. We have structured Part ([ as follows:

e Devices: the individual nodes present in a software-intensive system.

Content: data, information and knowledge which is acquired, stored and processed by the system.

Interoperability and Interaction between systems as well as between humans and systems.

Adaptation to new environments, new requirements or new regulations.
e Assurance: Quality of Service and Experience, Security, Dependability

These areas are not a complete partition of the foundations for software-intensive systems: on the
one hand there is a certain amount of overlap between the individual areas, on the other hand there are
many links between the areas and it is not always clear into which area an individual research challenge
falls. Therefore the division should be understood as a presentational device, not as a proposal for a
taxonomy of the field. Our division is slightly different from the one adopted in the ITEA report [InfO4],
reflecting the facts that we are slightly less focused on embedded systems and that this report is planned
as a precursor to a research agenda for long-term research, whereas ITEA has a stronger focus on short
or mid-term research.

Furthermore we focus almost exclusively on technical matters which impact the development of
software for systems; we do not address other topics that clearly play an important role in the engineering
of systems, such as legal issues, the psycho-social context, or hardware design.

1 Devices

The development of software-intensive systems is in large parts driven by improvements in the available
hardware for programmable controllers and computers: the dramatic decrease in cost, size, and energy
consumption of integrated circuits and the availability of computational elements based on new principles
enables engineers to control devices with software for which this was not economically feasible only a
few years ago; the widespread integration of software in devices in turn enables novel features for many
classes of devices, such as network connectivity for household appliances.

The use of software as control mechanism has many advantages for the development of systems, as
software can easily implement complex control behaviors that would be difficult to realize in hardware.
Furthermore, software is more malleable than hardware and can therefore better serve as the “glue” be-
tween individual components. On the other hand, the increasing use of software in systems poses some
novel problems: the more complex behaviors of individual components may lead to more difficulties in
determining and controlling the overall system behavior and to unintended interactions between compo-
nents.

In the following sections we examine the state of the art of traditional micro-controllers and CPUs,
of micro- and nano-scale devices, and of synthetic biology. We also give a very short overview of devices
based on novel computing paradigms and sensors.
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1.1 Miniaturized Devices

In the last 40 years the number of transistors that can be (inexpensively) placed on an integrated circuit
has been growing exponentially [Moo0635], and it is expected that this trend will continue for some more
time to come [Sib00]]. This has led to very inexpensive microprocessors and micro-controllers that enable
designers to use flexible software-based control for devices which were previously purely mechanical and
enabled many new devices, such as cellular phones or PDAs. In addition to having more devices with
computer control, computers in embedded devices are becoming increasingly more powerful [Coa06].
A state-of-the-art assessment for integrated circuits is beyond the scope of this report but state-of-the-art
reports for various application domains are readily available, e.g., [Ben06l]. The increasing integration of
computational elements with physical artifacts is sometimes called cyber-physical systems [Lee06], an
overview of the state-of-the art and planned research is [NSFO6].

The increasing number of transistors on integrated circuit also means that support for multiple par-
allel threads or processes is becoming more prevalent on desktop computers [URvO3]], techniques like
hyper-threading or multiple cores are available on most current microprocessors for desktops and servers.

The trend towards more integration is taken even further in the area of miniaturized devices with the
integration of whole systems or network into a single device, called Systems-on-Chip (SoC) or Networks-
on-Chip (NoC) [BMO06|. Micro-fabrication technology is sufficiently advanced that systems-on-chip can
be built which consist of electronics, sensors and actuators on a single silicon substrate. In this case
they are commonly called Micro-Electro-Mechanical Systems (MEMS) [Lys02,(GEHO1), [A1105, (GEHO06,
MemO8]. MEMS are currently used in products as varied as accelerometers, gyroscopes, or the print-
heads of ink-jet printers, to name only a few areas. Some of the research areas currently pursued in
the MEMS sector are improvements in micro-fabrication technology, both for high- and low-volume
production of MEMS, as well as packaging of MEMS.

The large number of chips deployed in systems means that the issue of power consumption becomes
more important. Devices which consume less energy are not only cheaper and more environmentally
friendly they also provide advantages from a purely technical point of view, as they generate less heat and
require less battery power. Many power reduction techniques for microprocessors are currently employed
and developed, [VEOS5] presents an overview of the state of the art in the area. The development of power
sources for mobile and wireless systems is a task which is actively pursued both industry and research,
partly by improvements to the power density of batteries and partly by the development of novel power
sources such as fuel cells.

Further miniaturization of systems can be expected from the emerging field of nanotechnology and
the corresponding area of Nano-Electro-Mechanical Systems (NEMS). In contrast to microelectronics
there are, as yet, few commercial applications of nanotechnology outside of nanomaterials. Nanoelec-
tronics can be used to build miniaturized replacements for components like FPGAS out of nano-material
[RTQ7], but also to improve certain aspects of more traditional design, e.g., interconnects in integrated
circuits [MNO6]. As with microelectronics, a state-of-the-art assessment of nanotechnology is beyond
the scope of this report.

There are several implications that increasing miniaturization has for the area of system design: the
most obvious and visible aspect is that systems now generally contain several or even large numbers of
controllers and programmable components, with widely differing computational power, see Section
Another trend is the inclusion of sensors in systems, see Section [2.1

An important trend is the increasing adaptation of systems and components to their particular task
and the flexible assembly of parts with limited functionality into more powerful ensembles. Examples
are reconfigurable computing [CHO2]], micro-robotics, and claytronics [GM04, [ KAG ™07, RGG(7].

The increased number of system components and the inherent defect rate in the production of micro-
and nano-scale systems mean that future systems will have to deal with a higher percentage of inoperative
nodes, and more frequent failures of individual nodes in the course of their operation. Inoperative nodes
in nano-devices can be identified using tests and then bypassed by post-fabrication configuration. To be
feasible this will require changed design-flows for these devices [Iah06]. But increasing miniaturization
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also leads to increased sensitivity to the environment and a higher rate of transient errors. Therefore
increasing miniaturization requires additional design efforts to design dependable systems [PUBVQ7.
Current research in the area concerns, e.g., the design of fault-tolerant virtual reconfigurable circuits
[Sek07], self-replicating hardware [TMM™07], or self-organizing SIMD architecture [PDLO7].

1.2 Devices Based on Novel Computing Paradigms

There is ongoing research in the area of novel computing paradigms. We will address the software-
development issues and opportunities of these approaches in Part [[I} in this section we are concerned
with devices built out of non-traditional material, e.g. DNA. In general, these areas are not yet far enough
developed to have industrial applications, but interesting results have been obtained in research labs.
Research for building and manipulating objects at the nanoscale level in physics, chemistry and molecular
biology reveals promising approaches to unconventional computing [MS03, SBCT06], as foreseen by R.
Feynman [Fey60] and later popularised by E. Drexler [Dre81]].

Microfluidics-based biochips provide new kinds of sensors for biochemical analysis; biomechatron-
ics aims to integrate bio-sensors and -computers into the human body for rehabilitation and augmentation
purposes. In both areas rapid progress is made in research and experimental trials [AHCT 06, SC06]], and
commercial applications can be expected in the next few years. It is, at this point of time, not entirely
clear how these developments will influence the design of software-intensive systems, but in particular
military applications of biomechatronics seem likely.

Another important area of molecular computing is concerned with using DNA for computational
purposes [Amo035]]. While there are efficient DNA computers for certain specialized problems, molecular
computing is still subject to the same theoretical limitations as classical computation, although it is
possible to build computing devices with massive parallelism.

In the field of molecular biology, harnessing molecules to compute can be traced back at least to
[Hea87|] and research in this field explodes with the landmark experiment of L. Adleman [AdI94].
Molecules can be used for their physical interactions or their chemical reactions [HH98, Mac02, RPWO03|]
or, in a biological context, using the gene regulation machinery of a cell to achieve some computations
[BHS04, KKA ™04, SSZ06]. These computations can be designed and implemented directly “by hand”
or using directed evolution [Y WA02, [FH04].

In this context, synthetic biology [WKO00, WBH™03, [Gib04]] emerges as a new engineering disci-
pline at the convergence of genetic engineering and computer science. It encompasses the design and
the implementation of complex artificial biological systems for a variety of applications. The web site
[Syn07] is a good introduction. The web site of iGEM, the international Genetically Engineered Machine
competition, [GEMO7] gives an outline of the envisioned applications. In this new area, the pace of the
technological changes seems to be consistent with Moore’s law [[Car03]]. Computer science is relevant
for their development at two levels. At the engineering level it addresses the topics of:

e how to specify and design a set of standard (biological) component with well defined characteris-
tics and performances that can be used and reused in the building of (artificial) biological systems;

e how to hierarchize and compose these biological components;
e which design methodology and computer tools can help the development of these kind of systems;

e how to reverse engineer existing biological modules to optimize them and to adapt them to the
needs of synthetic biology.

At the programming level, synthetic biology poses many of the challenges sketched in the previous
section: a massive number (billions) of unreliable elementary entities that interact and cooperate dy-
namically and randomly. It is nevertheless necessary to ensure a global emergent behaviour, robust and
persistent in time, that can serve as a foundation for computing.
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The main question is how to “instruct” the enormous population of elementary entities to obtain
a global and coherent behaviour from the local regulation (interaction, cooperation, development) of
the elementary processes. It is crucial to note that this is similar to the problems encountered in large
intensive software systems. Recognizing this fact, emerging new research fields like amorphous com-
puting, spatial computing, autonomic computing, organic computing, etc., are investigating properties
of artificial systems which are usually attributed to living systems like self-organization, self-healing,
self-optimization, or sustainability.

Another important non-traditional computation paradigm is quantum computing, where quantum-
mechanical phenomena are used as essential ingredients of computations. These computers may offer
large theoretical complexity improvements on certain classes of problems, such as the factorization of
large integers and discrete logarithm, and they offer provable complexity advantages for at least one
other problem, quantum database search. The former would obviously influence the design of software-
intensive systems if quantum computers became available commercially, since public-key methods are
often based on one of these mechanisms [BEM™07]. For a more detailed description of the capabilities
of quantum computers and their applicability to different areas we refer to the IST-FET publication
[VdPKO35], the ERA-Pilot Project [ERAOS], and [MOQ6].

2 Content

In addition to inexpensive and miniaturized devices, content is one of the main drivers for the develop-
ment and adaptation of new software-intensive systems. The main trend is to go from dealing with raw
signals or data to information and knowledge. We adopt the ITEA definitions of data as “raw represen-
tation in binary format,” information as “representation of knowledge that can be understood by a user,”
i.e., data that is structured, annotated with metadata and that possesses a well-defined semantics, and
knowledge as “information that is of interest to users.” In general, according to this point of view, infor-
mation and knowledge can only be distinguished by taking into account the point of view of the user of
the data, not by their representation. See [Nau(Q7|] for a more in-depth treatment of this question. While
we are aware that these definitions are in many ways problematic and the assignment of data into the
various categories to a certain extend arbitrary, the concepts of data/information/knowledge nevertheless
define an important conceptual distinction and it seems beneficial to use them in a way that is consistent
with other existing documents.

We have structured this section similar to the corresponding technology clusters in the ITEA roadmap
into sections about content acquisition and processing, content representation, and data and content man-
agement.

2.1 Content Acquisition and Processing

The acquisition of content can be divided into two distinct areas which nevertheless share many of the
same issues: acquiring data from sensors and acquiring data that already exists in digital form in the
system’s environment.

The improvements in the production of MEMS allow the wide deployment of sensors and sensor
networks. Sensor networks are widely used in areas such as environmental monitoring, 3D shape recog-
nition or target detection and tracking [[YJS06, [LDOO0, (CPRS02, LHMWO07, IGCCO06]. Fusion of sensor
data from diverse sensors and sensor networks can be used to achieve functionality that surpasses that
possible from single sensors. Mechanisms to integrate data from different sensor are already widely
used in industrial and military applications, but data fusion is also a currently very active field of re-
search [NLFO7, RKW 06|

In many wireless sensor networks it is not easily possible to replace the batteries of the sensors.
Therefore energy-efficiency is an important issue. Efficient use of the limited energy budget can be made
by optimizing sensor placement [GCBLO6||, possibly taking into account irregularities in the environ-
mental conditions [ZHKSO06], or by improved power management [KHZS07, I(CSAQ6]. Reconfiguration
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of the sensor network is another method to reduce power consumption which can additionally be used to
increase performance [KKP™07], or provide a level of self-organization [KK07] to the network.

Closely related to the issue of power consumption are techniques for ensuring coverage of the sensor
network’s operational area [HI'WO7, [LP0O6]. Most often designers of wireless sensor networks try to
reduce superfluous redundancy as this negatively affects the energy budget and simultaneously increases
network congestion [CGVCO06].

When integrating the data of many sensor operating independently it becomes important to ensure
that the individual data items are temporally [YVS07, [ES06, [Lan06] and spatially [JPO6]] correlated, and
to monitor the correctness of the transmitted data [HSL™07]. Many sensor networks are deployed in
hostile environments. Here, in addition to ensuring the correctness of the data, self-protection of the
network becomes another important issue [WZL0O7].

Another important aspect for sensor data is the context sensitivity of capturing and interpretation. It is
in general not practical or desirable to permanently capture the data from all available sensors. Therefore
software-intensive systems have to be able to derive their current and future operating context and decide
which data should be retained, which data should be processed and summarized, and which data should
not be captured.

Given the large amount of data available both from sensors and other sources it becomes more im-
portant to automatically “understand” the data, i.e., to analyze trends, to make predictions, or to derive
abstractions from data and information without or with little human interventions. There is significant
scientific progress reported in this area [SH99, [CC99, MWK 05, TMKWO7, INAS08] but the applica-
tion of these techniques to currently deployed systems seems to be limited to specialized areas. However,
because of the large possible impact it is likely that the research will be adopted by more commercial
products in the next years.

2.2 Content Representation

In the last decade many very successful standards for representing structured data and metadata were de-
fined and widely adopted in industrial applications. The most significant is the XML standard [BPSM™06]]
and a series of related standards, like namespaces, inclusions (XInclude), the XML Information Set (In-
foset), etc. See [W3C08a] for a complete list of the relevant standards. Similar standards for the descrip-
tion of resources, like the Resource Description Framework (RDF) [W3CO08b] have been defined and
adopted in industry, but they are not as ubiquitous as XML. A number of competing standards for the
definition of ontologies and the semantic description of data have been defined, e.g, the Web Ontology
Language (OWL) [W3C08c], but no clear consensus on a single format seems to be developing. Seman-
tic methods are not yet commonly used in applications although some authors predict rapid adoption in
the next few years [BDBY " 08].

A more widespread use in semantic techniques will also necessitate tools to help users to understand
and visualize ontologies [KHL™07], and theories, methods and tools to detect and resolve conflicts in
structural generalization hierarchies [FMO04]

It is a relatively novel trend in research to integrate “Web 2.0 techniques” like tagging or social
matching [TMO3]] with semantic approaches like ontologies or automated reasoning [BDBY T 08].

Other trends that are visible are the increasing integration of multimedia content and active content
into systems, and the increasing separation of content from presentation. These trends are, of course,
inspired by the availability of network bandwidth and the increasing number of different devices on which
content is consumed. In both areas mature standards exist, e.g., GIF, PNG, JPEG, MP3, OGG or MPG
for images, audio and video content, ECMAScript-enabled browsers with XHTML and CSS for active
content with separated presentation. Proprietary solutions like Adobe Flash or Microsoft Silverlight will
also play an important role in these areas.
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2.3 Data and Content Management

The management of data and content is an area where the increasing distribution of systems poses great
challenges with issues ranging from the identity of data, systems and people over digital rights/restrictions
management and privacy to search and resource management.

Even centralized systems have issues with the identity of data items: databases often contain multiple
entries for single items. This problem is compounded in federated information systems (FIS), where a
single data item may be divided between different nodes of the system [WJH"04]. Furthermore, the
integration of heterogeneous data with independently evolving schema representations is still an active
area of research with no universally applicable solutions.

Consistency and integrity of data are more difficult to ensure in distributed systems, in particular in
systems operating in open environments in which nodes may dynamically join and leave the network and
where individual nodes may have competing goals. This topic is addressed further in Section [I0]

The increasing variety of devices on which multimedia content can be displayed an the wide variety in
their capabilities gives rise to the recoding of content, either to upgrade the content quality of stored data
without changing its meaning, or to reduce the transmitted data for devices with limited capabilities or
slow network connections. Various commercial and open source solutions exist for the latter application,
but upgrading content quality remains a mostly manual process. Related to this issue is the certification
of content: currently there exist reliable mechanisms for public exchange of keys and for signing files,
but no adequate technologies to certify the content of a file independent of its encoding in a particular
format.

Another content management issue that has been investigated for a long time is the protection of
content and the management of digital rights and restrictions [SohO7]. While both commercial and
academic research in this area have increased the capabilities of content protection technologies there are
virtually no examples of software or content that has not been duplicated without the copyright holder’s
permission shortly after it was made public. The currently most successful approaches rely on either
permanent or periodic connections to the Internet, or a hardware “dongle” which either contains data
that is important for the execution of the application, or which executes important parts of the application
logic. This situation is even more pronounced for content which is intended for consumption by people,
such as music or videos. Here most approaches to enforce copyrights have been unsuccessful while
imposing significant inconveniences on legitimate users, and currently the trend in the music business
seems to be to provide unprotected content on disks and even online. A related issue is watermarking
[ZLZS07] of digital content which enables the embedding of information of metadata into media files
such that it cannot be easily removed.

The possibility to store and process previously unimaginable amounts of data also poses new chal-
lenges in the related areas of data mining, search, and privacy. On the one hand, the large amounts of
cheaply available data and processing capability and the integration of previously unconnected databases
enable many new forms of data mining technology, and many businesses routinely mine their databases
for purposes ranging from customer satisfaction analysis to fraud recognition. However, this amount of
data mining also raises serious privacy concerns which are currently only partially addressed by technical
and regulatory measures.

Other issues arising from the increasingly large amounts of distributed data in modern software-
intensive systems are resource management, including data backups, and retrieving data. Resource man-
agement concerns the traditional topics pertaining to data management in federated information systems,
such as the distribution of data to the individual nodes, horizontal and vertical partitioning of data, but
increasingly also issues such as retention of data according to various regulations and laws and the re-
lated topic of “distributed garbage collection,” i.e., identifying data that is no longer needed and can be
deleted. Pragmatic solutions for these problems exist, but they are often very labour intensive and not
amenable to automation.

Currently mechanisms for retrieving data from databases or semi-structured data collections are ei-
ther performed by queries in languages such as SQL or by syntactic keyword searches. Many research
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efforts to improve the quality of searches exist, e.g., in the areas of adaptive information extraction
[TACO6], association mining [CRO6b], software retrieval services [MIRAGOQ6], or indexing for search
[ZMO06], and in related areas such as autonomous hypertext authoring [TGAO7]], evaluation of search
services [JBCFQ7], interestingness measures for data mining [GHO6]. That research is currently not
widely used in industrial applications [BDBYT08]. Similar observations can be made for the integration
of different data sources [ZhaO7].

3 Interoperability and Interaction

An important aspect of software-intensive systems is the interoperation of distributed components and
the interaction of users with the system. In the following sections we present the aspects of networking,
system-system interaction and human-system interaction.

3.1 Networking

Today’s network infrastructure seems to increasingly develop into the direction of “IP everywhere” with
a host of different underlying infrastructures such as Ethernet and wireless LAN. The identification of
devices can therefore often be performed by their IP address. The well-known shortage of IPV4 addresses
has been addressed by the development of the IPV6 protocol, which is deployed on current network
equipment and personal computers, and also increasingly on networked embedded devices. However
adaption of IPV6 has been slow, most networks still rely on IPV4. An overview of the current issues in
the development of networks can be found in [[CarQO7].

One trend is the increasing importance of mobile and ad-hoc networks and their particular proper-
ties [BDSO7], e.g., scalability of wireless networks [JMSO7], inference analysis [QCSO07]], or delay and
capacity trade-offs [SMSQ7].

Another current research area which is particularly relevant for wireless networks is the topol-
ogy of networks, e.g., controlling the network topology [San05]], or topology aggregation techniques
[ULNBO7]. Another topic is Quality of Service (QoS), for examples the scheduling for resources
[PdVO7], algorithms to ensure required levels of QoS [LORS06, MLCOQ7].

The increasing number of personal devices and computers with network access has led to the growing
importance of networks which are not structured according to the client/server paradigm. Peer-to-peer
networks and data grids are the most prominent examples, a survey of peer-to-peer content distribution
networks is [ATSO04], a survey of data grids is [VBRO6|| . Since they no longer rely on central servers such
networks present new challenges, for example some nodes in peer-to-peer networks may deliberately
introduce mislabeled content, techniques to avoid this are, e.g., ranking of peers [WNET07]. Many
nodes in current networks can perform multiple functions, as client, server, router, etc. The looser
definition of the roles necessitates a more dynamic configuration of the network, e.g., by automated
resource announcement and discovery, by auto-configuring and self-managing nodes.

An interesting aspect of software-intensive systems is the combination of network transparency and
location awareness. Location awareness exists to a limited extend, e.g., by automated discovery of Blue-
tooth devices or printers. However, current systems generally have too little knowledge about the state
and desires of their users to consistently take the right decisions about device selection; improvements in
location awareness will therefore be closely related to improvements in human-computer interaction and
semantics-based interactions, see Section

The wide range of different devices and network connections varying several orders of magnitude
in throughput and latency necessitate differences in the communication styles and in the data sent over
the network. Currently this scaling is mostly done manually, either on the server side or even by clients
having to select different resources according to their capabilities.
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3.2 System-System Interaction

Interactions between nodes of software-intensive systems and between different systems are today com-
monly based on cross-platform integration techniques such as Web-services or Corba, with standards
such as XML [BPSM™06] serving as data interchange format. However, integration of heterogeneous
data from different systems generally has to be performed manually, e.g., by writing XSLT transforma-
tions between the different data representation. Checks for correctness and consistency of conversions
are usually purely syntactic.

Coordination of different nodes or interacting systems is often programmed in coordination or or-
chestration languages, which are essentially programming languages augmented with some features for
programming compositions and possibly integrated into a middleware. Service-level and quality-of-
service agreements are mostly contracts in natural language which are not explicitly represented in the
architecture or data of the system; their fulfillment is often monitored outside the usual system operation.

Current research in these areas is directed towards formal foundations and a more semantic under-
standing on the part of the systems so that declarative specifications of the desired system behaviour,
service-level or quality of service can be used to automatically negotiate the necessary contracts with
possible partners and to create an orchestration of the system that fulfills the requirements.

The changing network structure described in Section (3.1} with devices which are not always con-
nected to a network, emphasizes the need to replicate data, which is of course also present for well-known
other reasons [SSPvS04]. Often traditional database techniques are not particularly well-suited for the
structure of modern software-intensive systems. For example, it is difficult to ensure ACID properties
without relying on a central coordinator and in a network where partitioning is likely to occur. There-
fore techniques like relaxed transactions or optimistic replication [SSOS] or are often used instead of
their traditional counterparts. To ensure reliability of the resulting systems additional techniques have to
be used to compensate for the weaker guarantees provided by the infrastructure, e.g., rollback-recovery
[EAW]02], compensation [BMMO0S5, BMMO6, (GMSS87||, or measures that change the system structure,
e.g., by distributing the computation to fault-tolerant and transactional agents [PS04], or by provisioning
backend databases reactively [SA0G].

3.3 Human-System Interaction

The human-system interaction of current systems is often based on interaction with keyboard and mouse
or touchscreen, color displays and the WIMP (window, icon, menu, pointing-device) paradigm. Current
research and development efforts are directed to design simple, self-explaining user interfaces, often with
support for multimedia components or gesture-based and multi-modal interaction [DEABO04, |Can06al.
Research prototypes are exploring areas such as natural language interaction and “disappearing com-
puters,” i.e., embedded devices which either have no visible user interface at all, or where the user-
interface is integrated into a real-world item and the software is controlled by interaction with that
item. This research also leads in the direction of systems with which the user can interact in natural
language [McT02, |0S04, [ODCO04, [LGO4], or which use sensors to react to the environment and the
user [ZBO0S, IHPHSOS!, [LGHHOS]].

The inverse direction is also an active topic in the development of human-system interactions: inter-
active worlds, simulations of real environments and augmented reality. Currently, interactive multi-user
environments are commercially available and used for tasks such as social networking, online confer-
ences or training. One of the issues currently being addressed by the providers and users of these
communities as well as by academic research is the management of virtual identities and the virtual
representation of real-world items.

More generally, the increasing pervasiveness of software-intensive systems raises questions about
better models for the acceptance of technology by users [CT07]] and long-term human-computer rela-
tionships [BPOS].

One issue related to human-computer interaction is managing the quality of the user experience and
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providing context-aware user interfaces that adapt to the user’s personality, emotional state, current ac-
tivities and the social context [Cro06, MBBQ7, [DMO035, [LGO04, [Edw05]]. This is a challenging and active
research area which will probably become more influential in the development of future products, in
particular consumer devices, in the foreseeable future. Other aspects in the user experience are accessi-
bility [SHMO7, [HBO7] and the impact that delays, e.g., caused by network congestion, has on the user
experience [JGHO7].

One aspect of the user experience that is often overlooked is that the user interface ensures privacy
and security of the user’s data and that it clearly communicates the implication of user interactions for
these areas.

The presentation of systems that consist of many independent, dynamically configured parts is an-
other current challenge in the area of human-system interaction. Current technologies, such as portlets,
provide relatively low-level integration, where each node can display its own data. The approaches to
present a more unified user interface for dynamically orchestrated systems will probably depend on a
semantic analysis of the composition and the available data.

4 Resilience, Adaptation and Emergence

We call resilience the ability of a system to recover rapidly from negative influences like component
failure. Adaptation is the ability of a system to react in a useful manner to situations and environments
that were not explicitly foreseen at the time of its development or deployment; emergent behaviour
is behaviour that cannot be localized in one component of the system but that instead arises from the
structure and interaction of several independent parts of the system. For all but the simplest systems non-
functional properties like performance are emergent properties [SomO7|], however the term “emergent
properties” is sometimes used to denote properties that negatively impact the work of a system in ways
that its designers did not foresee.

Many researchers agree that adaptation and emergent behaviours will be key features of future
software-intensive systems [[Hol92, [WHO7|| that pervade all aspects of their design and operation.

Our current understanding of the underlying concepts and theories for adaptivity and emergence,
the design process for adaptive systems, and the mechanism for controlling and exploiting emergent be-
haviours are rudimentary at best. We cannot reliably predict emergent behaviours of systems, let alone
design systems that exhibit desirable emergent behaviours; even state-of-the-art software possesses few
properties that can be described as truly adaptive. The current state of the art are systems with several dif-
ferent configurations which can switch configurations based on external or internal criteria [HKMUOG6].
We have currently no means to predict or exploit the emergent behaviour in complex systems, and current
engineering practices therefore try to eliminate the possibilities for emergent behaviour as far as possible.

Most research about adaptation is interdisciplinary with cooperation between biologists, economists,
social scientists, physicists, mathematicians and computer scientists, and drawing on areas such as con-
trol theory, cybernetics, systems theory, complexity theory, catastrophy theory, etc.

Research directions in computer science that might impact the development of future adaptive sys-
tems are for example

e context-awareness,
e automated reasoning about ontologies,
e automated reasoning about real-world data and problems

e machine learning, user profiling and profiling of other systems, e.g., learning-based content man-
agement, learning- and profile-based user-interface selection

e using “ambient intelligence”

self-* properties
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Emergent behavior and adaptation also influences the design of the human-computer interaction as
it will be necessary to provide users of the system enough information to allow them to monitor or
controlling emergence [[Can06b].

5 Assurance

We use the term assurance to denote binding commitments that a system makes about properties that it
promises to maintain (or that the user reasonably expects the system to maintain).

5.1 Quality of Service/Experience

One area of assurance is the quality of service (QoS) and the quality of user experience that the sys-
tem provides. This encompasses many possible properties, such as guaranteed availability, maximum
response times for certain interactions, provision of certain multimedia content, etc. Most current QoS
agreements are written in natural language and not available as precise specifications for systems. Re-
searchers are currently developing methods to automatically negotiate QoS agreements, but current ap-
proaches are not yet suitable for most applications. Furthermore, this is an area which is intimately
connected to legal and contractual requirements which are beyond the scope of this report.

Related to the issue of Quality of Service are compliance [All06, [CBO6] and Service-Level Agree-
ments. In particular the formalization of Service-Level Agreements is an important current research
topic [BMO7].

The quality of experience that a system shows is closely connected to both its technical ability to
provide the service that its users expect, and to its human-computer interface as discussed in Section[3.3]

5.2 Security and Trust

We use the following definitions from [AAOI1]: a trusted system or component is one whose failure
can break the security policy; a trustworthy system is one that won’t fail. There are several approaches
to security engineering, both formal and informal. However experience with existing systems shows,
that trusted systems fail with alarming regularity; the number of security breaches of Web-based system
has almost doubled in 2007 compared to 2006. The increasing importance of networked systems in e-
commerce and business transactions means that further research in the development of secure systems
has to be a priority. However, many of the security breaches have relied on implementation errors rather
than on conceptual weaknesses of the security systems [SchOO]. Therefore further improvements in
the implementation of trusted systems and system components will be an important ingredient in the
development of trustworthy software-intensive systems. Two of the leading researchers in computer
security go so far to claim: “In the past decade, cryptography has done more to damage the security
of digital systems than it has to enhance it. [...] the mathematics of cryptography is almost never the
weakest link. The fundamentals of cryptography are important, but far more important is how those
fundamentals are implemented and used.” [ESO3].

Increasing network connectivity increases both the perceived and actual risk for systems [Cym06),
Gee(6]. There is a lot of material available about network security threats, [KPS95] is a good overview
of the state of the art. An introduction to secure web applications is [NNO7]]. A survey of network defense
mechanisms is available as [PLRO7], socio-technical aspects of security are addressed in [AAO1L|Sch00,
KDO07]], among many other sources. An important aspect of security is the detection of and response to
security threats [SQX07]).

The increasing distribution of systems leads to several security issues which are currently not suf-
ficiently well understood. One such problem is the security of protected data in environments with
untrusted components.

Key management [MDMO7, RHO3||, access control [TAPHOS5,ZBKKOS5], and more generally identity
management are important problems in distributed systems. Many current systems rely on user names
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and passwords to authenticate their users. But as many users have to use dozens of different systems each
day the management of passwords becomes unwieldy, leading many users to use the same password for
all systems. Therefore a single compromised system can give an attacker access to user accounts on many
other systems. Hardware-based solutions, such as tokens, smart cards or biometric systems exist and are
often deployed to secure government or cooperate networks, however they are not commonly used for
other purposes, such as authenticating Web sites. Single-sign-on solutions are technically feasible and
have been deployed for some time, but they suffer from several problems: a security breach in a single-
sign-on system can have dramatic consequences for the users since all their accounts are compromised,
and the service providers relying on the single-sign-on provider have to entrust data about all their users
to another company. For further information see [AAQ1, BBGO7].

Another issue with single-sign-on is privacy: the authentication provider can observe all visits of
users to protected sites and correlate this information. Similar privacy concerns exist in the area of
online payment, as the of credit cards or payment services like PayPal is directly traceable to the person
making the payment. Anonymous online cash is technically feasible, but not widely used. In general,
approaches to issues like privacy, anonymity, pseudonymity, unobservability and unlinkability exist in
research but are not widely deployed.

Many attack vectors exploit the interaction between different systems and rely on mismatches in the
security boundaries between systems to subvert security mechanisms [[SchO0O]. One current research di-
rection to overcome these problems is the use of bio-inspired models to improve the security of networks
[Gee07]. As mentioned in Section [I.2] the availability of quantum computers would allow attacks on
public-key cryptosystems and on protocols based on them. However it would also enable the use of
quantum cryptography which is provably secure against certain kinds of attack [BEMT07].

One currently unsolved problem is to ensure that trustworthiness can be observed by the user of the
system. In general users and administrators of today’s systems have no mechanism to identify whether
their data is transmitted to other systems, whether confidential data is retained, etc. Similarly the user
interface has to be designed in a way that it respects the privacy of the user [BGOS] without making
the system inconvenient to use. Research in this area will be related to the research on context-aware
user interfaces described in Section There are some mechanisms to ensure that software has not
been tampered with, e.g., by verifying secure hashes of the binaries and system data, however experience
shows that these systems can often be bypassed, either because of implementation errors in the security
system itself or because flaws in the system which are not directly related to the security components can
be used to replace the program together with the authenticating information.

One important aspect of secure systems is the ability to recognize if security breaches have hap-
pened. Intrusion detection systems that attempt to monitor the whole system and recognize both intru-
sion attempts and successful intrusions into parts of the system are commercially available and widely
deployed. Their use is currently mostly confined to larger networks and servers although intrusion de-
tection systems for single PCs or workstations exist. We are not aware of intrusion detection systems
for programmable embedded devices, except for devices powerful enough to run software for desktop
computers or workstations.

From a practical point of view, many security problems remain in operating systems and applica-
tions, but recently some significant increases have been made regarding the security in widely deployed
operating systems, for example the introduction of mandatory access controls (MACSs) or address-space
randomization in the Red Hat Linux distribution [LSO1, [Dre05l]. Various studies have examined the
security of open-source versus closed-source software [ForQ7, HJO7].

To summarize, while there exist many areas in which future research is needed to ensure system
security most observed security breaches seems to rely at least partly on implementation errors, either
because the designer of the security system was not aware of the often subtle implications of design
choices on the quality of the security system, or because the chosen implementation techniques were not
adequate to build secure systems.

034051 (InterLink) 14



D3.1State of the Art for the Engineering of Software-Intensive Systems (Final) 31 January, 2007

Part 11
Engineering

The engineering of software-intensive systems poses many challenges, mostly because the complexity
of software-intensive systems. We have structured this part of the report into several topics:

e FEngineering processes: the various process models for system- and software engineering.

e Distribution, Heterogeneity and Reuse: approaches to deal with the distributed nature of and the
heterogeneous components invariably found in systems, and reuse of existing components and
system parts.

e Separation of concerns: approaches to structure the often multi-dimensional requirements.

e Tool and language support: The growing complexity of today’s systems cannot be handled without
adequate languages to express the requirements, design and implementation, and without support
from tools.

e FEngineering for Resilience, Adaptivity and Emergence: engineering techniques for systems that
are resilient to failures, that can adapt to or be adapted to unforeseen circumstances, and techniques
for controlling emergent behaviour.

6 Engineering Processes

In the process of software-intensive systems engineering one has to distinguish between two distinct
activities: system engineering and software engineering. The distinction is that system engineering
[Tha02, WAH™93]| is concerned with development of the whole system, the result of systems engineering
are documents that describe the system architecture and the distribution of the system functionality to
individual components of the system. Various methods for systems engineering exist, a commonly used
set of procedures for the system engineering process is codified in the IEEE standard 1220 [IEE9S].
Reports on the state-of-practice of software engineering show, that many companies do not follow a
defined systems engineering process [NLO3].

Software engineering is concerned with the development of the software for system components; the
result of software engineering are software artifacts. An overview of the state of the art for software
engineering can be found in [Som07].

Both systems and software engineering have to identify often complex requirements. The current
state of the art in this area is given in [NLO3, (GWBGO06], information about requirements for security
and trust can be found in [GMZ05]. The article [DB06] provides an experience report for modelling
systems with high dependability requirements.

Unless they can reuse components from earlier projects or commercial off-the-shelf (COTS) compo-
nents, developers of software-intensive systems are faced with the co-development of hard- and software.
Because of the longer times required to develop and produce the hardware the co-development is often
driven by the hardware requirements, although the situation is starting to change [NLO3]. Often the
teams responsible for software and hardware development are not well integrated, leading to misunder-
standings and impedance mismatches in the developed artifacts. Techniques like model-driven systems
development (MSDM) [CRO5! I(CRO6a] and simulation [UnrO8|] are used to address these issues. Im-
portant issues in the requirements process are determining and managing the interaction of different
requirements [RPVO03]], and tracing the requirements throughout the software development process.

In the following paragraphs we will focus mostly on the software development aspect of system
development.

There is an ongoing discussion about which software development process models are best suited
for particular circumstances, and how tools and languages should support the process. Currently two
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directions which might appear contradictory seem to be prevalent. One trend is the use of model based
development, mostly based on the UML [BRJOS]. In industrial practice the models are often manu-
ally implemented, or development is manually continued after initial code has been generated from the
models. A lot of research is currently undertaken towards approaches such as MDA which use transfor-
mational techniques to generate the complete code of the system directly from models. For model-based
approaches the conformance and consistency of different models and different views is an important
issue for which few practical solutions exist but which is under active research, e.g., [PBOQ7].

The opposing trend is the rise of agile approaches [Bec03) ICoc06, |Hig03| [INBO7] which stress the
importance of incremental design and implementation over “up-front modelling.” These approaches have
gained many supporters in recent years, and many companies have started to include agile methods into
their development process. It is likely that both kinds of process models will be used in practice for the
foreseeable future.

Many parts of systems can be seen as members of a “family of components” which is used in several
systems but where customization is necessary for different uses. The software development side for
such components is addressed by approaches like software product lines [CNO1, [CE00, BHIT03] or
software factories [GS04]]. Product line engineering tries to build families of products as configurations
or variations of a single model; applicable design and modelling techniques are, e.g., domain-driven
design [Eva04] and feature modelling.

At a lower level of abstraction, design patterns are a common method to reuse modelling or im-
plementation abstractions. General references are [GHJV935| for implementation-centric patterns, and
[EowO2]] for architectural design patterns. The “Pattern Languages of Program Design” (PLoP) confer-
ences are conferences dedicated to design patterns. Patterns for particular domains like sensor networks
are also widely published and used [GLCO7I.

Testing has always been an important part of the development process of software-intensive systems.
An overview is given in [BinOO]. In industrial practice, the importance of early testing of individual
components (unit testing) has been particularly stressed by agile approaches which rely on the coverage
of their test suite to detect regressions during refactoring [Bec03]]. Important testing aspects for systems
are methods to compose test suites and cost-effective regression testing [REM™04].

Formal methods are increasingly being used in the development of software-intensive systems. Au-
tomated theorem provers like ACL2 [KMMOO] have successfully been used to verify parts of micro-
processors [RKSSO035]], similarly model checkers like Spin [HolO4, [Sp108]] are finding increasing appli-
cation in particular in the area of finding defects in concurrent software designs. Model checkers have
also recently been used to improve the performance of test suites, e.g., by eliminating redundant test
cases [FWO07a, [EWO07c, EWQ7b].

7 Distribution, Heterogeneity and Reuse

Software engineering has to adjust to the fact that typical software products are becoming more complex,
more distributed and less tightly integrated. Component techniques and languages promise the re-use of
architecture and components thereby increasing the level of abstraction at which the software developer
works. Several techniques have been proposed to increase reconfigurability and facilitate fault localiza-
tion in systems [RYCT07], to simplify or automate the configuration of distributed systems [PBKO07] or
for feature location [Erl05, [ ESWO06|

To cope with the massive number of nodes in current and future systems new abstractions have been
proposed that are inspired by biological or chemical metaphors [BCD™06]].

Another approach to handle the increasing distribution of systems are Agents. Here current research
includes protocols for multi-agent interaction [PosO7]], and tropos to increase the variability [PPSMO7]],
or security of agent-based systems [GMZ07]

In recent years services have become the dominant technology for distributed computing. [Erl05]]
gives an overview of the currently used technologies for Web services, [ACKMO4] is a more conceptual

034051 (InterLink) 16



D3.1State of the Art for the Engineering of Software-Intensive Systems (Final) 31 January, 2007

overview of the field. Active research on services is performed in many areas, such as negotiation
[PTWO7], service-level-agreements [BMO7]], choreography and orchestration [BGG™05], or verification
of service-oriented systems [FUKMO6, vBKO6].

Two independent roadmaps for service-oriented computing have been developed independently: one
by the NESSI technology platform [Pro07]] and the other one by the International Conference on Ser-
vice Oriented Computing. A number of European and international research programmes are currently
investigating the field of service engineering, among them BIONETS, CASCADAS, ONTOGRID, SIMS,
SobpIUM, PLASTIC, SENSORIA, ONE, ASTRO, AOSD, MUSIC, WS-DIAMOND, SECSE, INFRAWEBS,
Dip, AMIGO, WS2, ESFORS, S3MS, TRUSTCOM, ATHENA and DEDISYS. An introduction to many of
the European projects and their goals can be found in the forthcoming [dNTSZ0S]].

8 Separation of Concerns

Experience shows that many requirements or system functionalities, for example logging or transactions,
cannot easily be encapsulated in a single component but rather represent functionality that spans many
different parts of a system. These functionalities are called “cross-cutting concerns” [KLM™97]]. Object-
oriented or functional software development approaches provide no direct support for encapsulating these
cross-cutting concerns, therefore several extensions have been proposed under the name aspect-oriented
programming (AOP). The common theme of different approaches to AOP is that different concerns of
the program are specified separately and then combined in a modular way. Introductory articles about
AOP are [EFBOT, EAK™T01].

The best-known approach to AOP is the Aspect] extension to Java [KHHT01]. Aspect) introduces
several concepts that are not present in standard object-oriented languages: join-points are points in
the execution of programs, point-cuts are collections of join-points, and advice are method-like con-
structs that can be attached to point-cuts. This allows the modular implementation of features like
logging or transactions which would normally be distributed throughout the application. Other ap-
proaches to aspect-orientated programming are, e.g., based on adaptive methods [LOOOQ1]], composition
filters [BAOL, |IABV92], or on multi-dimensional separation of concerns [OTO1, TOHSMS99]. Aspect-
orientation is currently also introduced into modelling languages such as the UML, see, e.g., [EOSWO7].

Aspect-orientation is closely related to the more general topics of computational reflection [Smi84),
Maeg7/|] and meta-object protocols [KdRB91]]. With the increasing need for dynamic adaptation and
modification, aspect-oriented approaches based on general reflection and metaobject-protocols [SulO1al
Sul01bf] seem to be promising areas of research.

A problem similar to cross-cutting concerns is context sensitive behaviour. Here relatively little
research has been done, the most significant being ContextL [CHO7, [CHOS]| in the area of programming
languages and modes for software architecture [HKMUOG].

Most approaches that address separation of concerns perform non-local transformations of models or
software. Therefore not all testing and verification techniques are applicable without modification. One
recent research effort in the area of verification is incremental aspect model-checking [KFO7]].

9 Language and Tool Support

A trend toward variety can be observed in the area of programming languages. Whereas a decade ago
most software was developed in C/C++ with scripting languages like Perl playing an important role in
Web applications, today C/C++ are still prominent but no longer ubiquitous. Statically typed languages
with more modern features such as garbage collection and introspection, the most common being Java
and C#, are heavily used, particularly in the development of enterprise applications but also in other areas,
and dynamically typed languages are currently seeing a significant rise in popularity, often integrated into
the Java or .Net platforms. We also expect this trend to continue in the next years, with increasing effort
expended on cross-language interoperability.
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Domain-specific languages [MHSO035] try to simplify the development of systems for particular areas
by first defining a language in which the necessary concepts can be concisely expressed and then writing
the application in this language.

In recent years modern languages have been more widely used in the development of real-time and
embedded systems than previously. This was caused in part by the increasing computational power
available on these devices, but also by research efforts to provide support for real-time systems in the
run-time of modern languages, e.g., by providing real-time garbage collection [Bac(7].

10 Engineering for Resilience, Adaptivity and Emergence

For many systems the notion of shutting them down to perform upgrades or maintenance is no longer
feasible. This is not a completely new phenomenon, since for example, the power grid has to continue
working, even if parts of its infrastructure are updated. However the increasing number of large-scale,
distributed systems will make this situation more common. Most current tools are not well suited to
develop for systems in which no distinction between development- and run-time exist, and not even
for systems where individual parts can be replaced at run-time, although research and some industrial
solutions exist [AVWW96.

The engineering of large distributed system poses another problem: controlling and dealing with
emergent behaviour, i.e., behaviour which cannot be attribute from individual components in the system
but rather to the system as a whole. Most system above a certain level of complexity exhibit emergent
behaviour that was not initially planned by their designers. Currently we have no reliable methods to
predict the type of emergent behaviour that a system will exhibit for different inputs and under different
environmental situations. Analysis of emergent systems has delivered some insight into their behaviour,
but predictions about long range effects is still beyond the current state of the art. Understanding emer-
gence and developing tools to control and exploit emergent behaviour will be one of the great research
challenges in the next years.

11 Summary and Future Research

We have surveyed the state of the art in various areas relevant to the engineering of software-intensive
systems. The survey has been structured into two parts: foundations and engineering. In the first part
we looked at technology fields and topics that shape the development of software-intensive systems:
devices, content, interoperability and interaction, resilience, adaptation and emergence, and assurance.
In the second part we addressed engineering processes; distribution, heterogeneity and reuse; separation
of concerns; tool and language support; and engineering for resilience, adaptivity and emergence.

As mentioned in the introduction, this effort is by necessity incomplete. However the referenced
literature should provide the reader with sufficiently many starting points to explore the areas we men-
tioned. Although a more detailed research agenda is the subject of a forthcoming report we sketch here
some of the research topics that the members of the Interlink WG1 workshops considered particularly
relevant.

In the next decades large numbers of software-intensive systems will be developed and deployed to
fulfil vital functions. These systems will not only feature massive numbers of nodes per system, they
will also have to operate in open, non-deterministic environments in which they interact with humans or
other software-intensive systems and adapt to new requirements, technologies or environments without
redeployment.

Massive Numbers of Nodes per System An increase in the number of nodes of future software-intensive
systems will be one of the most visible features: the availability of cheap low-energy mobile pro-

cessors and Moore’s law ensure that we will see an increasing number of nodes with computational
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capability in the next years, even for systems built out of traditional computing devices. Further-
more, new manufacturing methods like nanotechnology, synthetic biology, or MEMS will give rise
to new kinds of ensembles, many of them with potentially millions of computational nodes.

Open and Non-Deterministic Environments Currently many personal computers, workstations and

servers used in commercial environments are networkedvia local area networks, dedicated wide
area networks, or globally via the Internet. We are currently seeing this trend for personal infor-
mation devices and embedded systems as well. The increase in available devices in turn entices
service providers to offer new services or to remove service offers that are no longer profitable or
that have been superseded by newer offers. Therefore, software-intensive systems can no longer
expect to operate in the environment that was current during their design timethey have to replace
services that are no longer available with others that offer similar functionality; they should also
take of advantage of new services provided by the network environment that were not foreseen
when the system was designed.

Adaptation The situation mentioned in the previous paragraph is one instance of a more general sit-

uation: future systems will often have to operate under conditions that differ significantly from
the ones for which they were designed. They should not only be able to adapt to changes in their
network environment, they should also be able to work reliably in the face of changes to their
execution platform: even today reinstalling all necessary programs is a major burden when we
switch to a new computer. Since future software-intensive systems will be more ubiquitous, more
distributed, and will assimilate a large number of adaptations during their operation, the prospect
of reinstalling them from scratch when switching to a new platform becomes infeasible. Therefore
we need to develop systems that can adapt to different environments, to different users, etc.

We call this future generation of software-intensive systems ensembles. Ensemble engineering is
the science and engineering discipline of complex, integrated ensembles of computing elements. The
potentially huge impact—both positive and negative—of ensembles means that we need to understand
ways to reliably and predictably model, design, and program them.

Research challenges for ensembles are

Harnessing the stochastic behaviour and massive scale.

Deducing a global specification from local rules, and finding local rules that produce a desired
global behavior. Influencing the global behavior by making local changes.

Replacing the notion of correctness with the one of “fitness for a purpose.”
Social and emotional perception, quality of experience

Resilience, adaptation, and controlled emergence

Operating in open environments, recognizing and exploiting opportunities

Assurance guarantees, certification, and formal verification of ensembles

Promising research topics are

abstractions and models,

programming languages and compiler technology for ensembles,
testing and verification of ensembles,

predicting emergent behaviour

privacy, identity management, security, and trust
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e mobility of code and data,

e integration of heterogeneous and federated data

e quality of service, quality of experience

The discussions of the Interlink WG1 have focused on three research areas:

e Physical ensembles, which are intimately connected to the physical world in space and time. They
are equipped with sensors and actuators and have to take into account issues of locality and re-
source constraints. Examples are real-time embedded systems, claytronics, modular robots or
programmable matter. These systems combine discrete and continuous, non-linear domains, and
they exhibit complex interaction patterns between components. Coordination in space and time
with limited resources is one of the major challenges faced by physical ensembles.

e Organic software and systems engineering addresses the challenge of designing software for en-
sembles that is reliable, predictable, with guarantees for security and trust, that acts autonomously
and has self-* properties, and harnesses emergent behaviour. Approaches to organic software en-
gineering may use bio-inspired and swarm algorithms and rely on nature-inspired programming
paradigms, but they also include traditional software development techniques and formal methods.

e Societal computing addresses the problem of composing “living” and evolving societal software
systems from parts that were not designed to be composed together and which may partially com-
pete with each other while partially cooperating. These systems will require languages and en-
vironments which blur the distinction between compile-time and run-time and between design,
implementation and deployment. Research in this area will have to investigate the dynamics of
purposive interactions and the structure of evolving societal architectures: evolution of societal
software systems has to be a long-term process that goes beyond single-run adaptation, and sys-
tems have to maintain societal coherence while supporting diversity and context awareness.
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